STATE OF WISCONSIN : CIRCUIT COURT : MANITOWOC COUNTY

STATE OF WISCONSIN,

Plaintiff,
Case No. 05-CF-381
V.
Honorable Judge Angela Sutkiewicz,

STEVEN A. AVERY, Judge Presiding

S N N N N N N N N

Defendant.

AFFIDAVIT OF GARY HUNT

Now comes your affiant, Gary Hunt, and under oath hereby states as
follows:

1. T am of legal majority and can truthfully and competently testify to the
matters contained herein based upon my personal knowledge and to a
reasonable degree of certainty in the field of computer science. The factual
statements herein are true and correct to the best of my knowledge,
mnformation, and belief.

2. I am a Senior Forensic Examiner with QDiscovery, LLC. My curriculum vitae
is attached as Exhibit A.

3. I have been ACE (AccessData Certified Examiner) certified since 2012 and
CCE (Certified Computer Examiner) certified since June 2013. The authority
overseeing the ACE is Access Data, a forensic tool developer and vendor,
while the CCE authority 1s the International Society of Forensic Computer

Examiners (ISFCE).
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4. Over the course of my career in digital forensics I have conducted numerous
digital forensic investigations.

5. In the past 4 years, I have testified as an expert before courts in a number of
cases. A listing of these cases is included within Exhibit A.

6. QDiscovery was retained by Zellner & Associates July 31, 2017. I received a
forensic image from Zellner & Associates later the same day, along with one
report from the previous investigation conducted in 2006:

2006.04.21 - DCI (Fassbender) report re examination of Dassey
computer.pdf

7. It 1s my understanding from reviewing the report that the forensic image was
generated from a computer seized in the Dassey household on April 21, 2006.

8. The forensic image I was provided was processed using the latest releases of
several forensic tools including AccessData’s Forensic Toolkit v6.2.1 (released
May 2017) and Magnet Forensics’ Internet Evidence Finder v6.9.3 (released
August 2017). Magnet Forensics describes its tool as follows:

“Magnet IEF 1s a digital forensics software solution that
you can use to discover, analyze and report on digital
evidence from various types of drives and devices. With
Magnet IEF you can recover data from social networking
and chat applications, cloud-based artifacts, web browser

history, and much more.”

! https://support.magnetforensics.com/CommunitiesDocsIEF
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9. At the time of the 2006 investigation, there were three leading forensic
examination utilities; Encase, Forensic Toolkit (FTK), and X-Ways. It is
important to note that the platforms have significantly evolved since the 2006
investigation. FTK specifically added new features and parsing capabilities
allowing for more efficient investigations and greater insight into the data at
stake. Additionally, Internet Evidence Finder (‘IEF”) was not first released
until March 22, 2009. The technology did not exist during the original
investigation. The bulk of my analysis revolved around web activity which
was streamlined by the use of IEF.

10. While the corpus of data contained within the forensic image I was provided
has not changed, the tools available have dramatically improved since 2006
which allow examiners such as myself to more thoroughly search, review, and
analyze the data contained with the forensic image.

11.During my investigation, [ determined the following:

a. There was a single user account on the computer named “HP_Owner”.
b. The HP_Owner user conducted the following internet searches on
various dates:

teen pussy

11 year old sex

12year old sex

15 year old girl

15 year old girl naked

aaa teens

cute kid naked

fuck preteen girl

9. girl younger 12

10. hot teen girl

11.hot teen pussy
12.kid slut
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13.kad sluts

14.naked teens

15.naked young girl
16.naked young pussy
17.nude teenage girl
18.nude teenage girls
19.pre teen sluts

20.pree teens naked
21.preteen boobs

22 preteen busty
23.pre-teen busty
24.preteen girl model naked
25.preteen girl naked
26.preteen girl nude
27.pre-teen girls naked
28.preteen naked
29.preteen pussy
30.preteen sex
31.preteen sluts
32.pre-teen girls naked
33.preteens naked
34.pre-teens naked
35.pre-teens nakedirl
36.teen black pussy
37.teen girls naked
38.teen porn

39.teen pussy

40.teen redhead pussy
41.teen sex

42 teen tits

43.teen twat

44.teenage pussy
45.teens naked

46.teens spread wide open
4'7.wet teen pussy
48.young 13 girl nude
49.young 13 year old girl nude
50.young 13 year old naked
51.young 13 yr old naked
52.horsecum

53.car accident

54.car accsidents
55.deseised girls
56.dessesed girls



57.diseased girls
58.drawned girls
59.drawned pussy
60.drowned girl
61.drowned girl nude
62.drowned pussy

63.fast car accident
64.gun to haead

65.gun to head

66.knife goes though skin
67.knife goes through skin
68.rotten girl

69.seeing bones hot girls
70.tempo car accident

¢. On September 18, 2006, between 5:57 AM and 10:04 AM, the
HP_Owner user conducted 75 unique Google searches. These searches
have been attached as Exhibit B.

d. In addition to the recovered internet searches, cached internet search
results were identified. These cached results grant the ability to see
what the user saw, as well as the images that the user clicked on. A
sampling of these images along with available metadata information
has been attached as Exhibit C.

e. Two pictures were found in the unallocated space?; the first showing
Teresa Halbach and Steven Avery, the second showing only Teresa
Halbach. These have been attached as Exhibit D for reference. Both
images were carved3 from the unallocated space of the computer hard
drive. The first image was carved from sector 67,975,480 within the
unallocated space. The second image was carved from sector
75,476,224 within the unallocated space. Since the files were recovered
via data carving, there is no file system metadata available. The files’
original path, file name, and created, accessed, or modified timestamps
are not available, nor is there any information regarding how they

2 “Unallocated space, sometimes called “free space”, is logical space on a hard drive that the
operating system, e.g Windows, can write to. To put it another way it is the opposite of “allocated”
space, which is where the operating system has already written files to.”
(https://whereismydata.wordpress.com/2008/10/03/what-is-unallocated-space)

3 “Data carving is the process of extracting a collection of data from a larger data set. Data carving
techniques frequently occur during a digital investigation when the unallocated file system space is
analyzed to extract files. The files are "carved"” from the unallocated space using file type-specific
header and footer values. File system structures are not used during the process.”
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arrived on the computer.
i2.In conclusion, the computer was used to run internet searches including (bul
not limited to) those identified in paragraph 11b and Exhibit B. Some im ages
displayed as a result of the seavches were clicked on by the user.
Additionally, two pictures of Teresa Halbach were recovered from the
unallecated space. These images do not have ainy date attributes or

information suggesting how they arrived on the compuier,

FURTHER AFFIANT SAYETH NAUGHT

— —

Cary Hunt

Subseribed and sworn before e
this Jok S (s 2007, A YANIV SCHIEF
: : OFFICIAL SEAL
Notary Public, State of lilinols
My Commissian Expiras
Octaober 08, 2018
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Curriculum Vitae

Gary M. Hunt, CCE, ACE

Gary Hunt is a Senior Digital Forensic Examiner at Forensicon, a QDiscovery
Company. He is responsible for preservation, verification, analysis, and reporting of
evidence for both litigation and internal investigations. He performs evidence
intake, creates bit-stream images of client hard drives, compiles forensic activity
reports, performs forensic analysis, authors forensic reports, and creates
productions for distribution to clients. Additionally, he assists in the workflow
process, ensuring quality standards of all forensic work, and maintaining internal
project tracking mechanisms.

Prior to working at Forensicon, Inc. Mr. Hunt worked as a Division Manager at
TransPerfect Legal Solutions. This position involved him overseeing forensic
examiners spread across the country, leading e-discovery and forensic matters,
and developing new workflows to better serve the division’s growing needs.

Mr. Hunt first found passion in the field of digital forensics while at Bloomsburg
University of Pennsylvania, where he graduated with a Bachelor of Science degree
in Computer Forensics. While enrolled he conducted research for the Pennsylvania
Center of Digital Forensics pertaining to anti-forensics and mobile device forensics.
The skills he gained proved invaluable throughout his career, and have only since
grown to include more advanced forensic analysis. Mr. Hunt has recently been
involved in investigations regarding network configuration, cloud-based storage
accounts, and IP theft, all of which culminated to expert reports being submitted to
court.

Mr. Hunt has extensive knowledge of numerous forensics and litigation support
applications, including Guidance Software’s EnCase, AccessData Forensic Toolkit
(FTK), BlackBag Technologies’ BlackLight, Cellebrite Physical Analyzer, Nuix, and
many others.



PROFESSIONAL EXPERIENCE

QDiscovery (f/k/a, d/b/a Forensicon) ~ Chicago, IL (May 2016 - Present)
Senior Forensic Examiner

Work with clients to review discovery requests, case strategies, and design
solutions to meet case-specific requirements

Create bit-stream images of client hard drives and other media devices

Perform forensic investigations of electronic media using industry standard tools
such as EnCase and FTK

Generate expert reports and testify to findings

Perform mobile device data acquisitions and report production

Perform file production work based on search and filter criteria

Maintain internal project tracking mechanisms and chain of custody

TransPerfect Legal Solutions ~ Chicago, IL (April 2015 - May 2016)
Digital Forensics and Technology Consulting Division Manager

Opened and maintained Chicago digital forensic lab

Led team of forensic examiners in offices across the country

Composed legal affidavits and expert reports leading to courtroom testimony
Researched, tested, and validated new forensic tools and methodologies
Documented lab processes and conducted training sessions to teach best practice
Worked closely with e-Discovery division to optimize workflows

Produced white-papers on forensic trends for end-client and internal audiences

IT Acceleration, Inc. - King of Prussia, PA (July 2012 - April 2015)
Digital Forensic Lab Manager

Managed forensic collections from scoping stages through testimony

Led development team in creation and validation of remote imaging device
Preserved PCs, servers, web e-mail, social media accounts, and various other
repositories

Communicated with clients to ensure needs are being met

Assisted in the creation and implementation of several network infrastructures
Conducted on-site and remote IT security audits

Cross-utilized forensic knowledge in disaster recovery scenarios

IT Technical Specialist

Performed IT helpdesk support for remote clients and physical sites
Assisted in the creation and implementation of several networks
Conducted on-site and remote IT infrastructure audits
Cross-utilized forensic knowledge in disaster recovery scenarios

Bloomsburg University of Pennsylvania — Bloomsburg, PA (August 2010 — May

2012)

Digital Forensic Research Associate

Researched advanced forensic topics with research team and faculty
Performed independent research in PA Center of Digital Forensics



E

LDiscovery - Fort Washington, PA (May 2011 - January 2012)

Forensic Intern and Technical Writer
Created custom documentation for end-users of internal applications
Practiced industry standard chain of custody procedures
Used FTK, EnCase, and internal applications to conduct forensic investigations
Examined variety of mobile devices using various tools

CERTIFICATIONS

AccessData Certified Examiner — ACE (Since November 2012)
Certified Computer Examiner — CCE (Since June 2013)

MEMBERSHIPS

The International Society of Forensic Computer Examiners (ISFCE)
High Technology Crime Investigation Association (HTCIA)
High Technology Crime Consortium (HTCC)

FORMAL EDUCATION

Bloomsburg University of Pennsylvania, Bloomsburg, PA, Graduated May 2012
Bachelor of Science in Computer Forensics

PUBLICATIONS

From Spreadsheets to Review Platforms: The New Way to Review and Produce Mobile Data
QDiscovery Solutions Blog - June 2017

Tech-nically, what does Amended Rule 902 mean?
QDiscovery Industry Insights Blog - May 2017

Zynga v. Scopely et al — A Study in Recovering Stolen Trade Secrets
QDiscovery Industry Insights Blog - December 2016

The Dangers of Self-Collection
Transperfect Legal Solutions Blog - August 2015
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TESTIMONY HISTORY

Case Citation Date Court Case Number Plaintiff or
Defendant
First Senior Financial Group, LLC, |July, 2013 |United States |Civil Action No.|Plaintiff
Phillip J. Cannella, III and JoAnn District Court |12-cv-1247
Small vs "Watchdog” and John Doe for the
Defendants 1-9 Eastern
District of
Pennsylvania
Terri Skiles, as Personal October, Circuit Court |Civil Action No.|Defendant
Representative of the Estate of 2014 of the 15th 2012-CA-
Wesley Skiles, deceased Plaintiff, Judicial 013132
v. Lamartek, Inc., d/b/a Dive Rite; Circuit in and
Dive Gear Express, LLC, f/k/a Dive for Palm
Rite Express; Fill Express, LLC, Beach
a/k/a Dive Rite Express; Mark E. County,
Derric, individual; Juergensen Florida
Marine, Inc., a Foreign
corporation; and Analytical
Industries, Inc., a Foreign
Corporation, Defendants.
DuPage v. Arif Mahmood September, |Dupage Criminal Action|Defendant
2015 County No. 2012-CF-
Courthouse 001737
Linkepic Inc.v. Vyasil, LLC, et. Al. [June, 2016 |[Cook County |[Civil Action Defendant
Circuit Court |No: 12-CV-
9058
Biomet 3i, LLC and Zimmer US, July, 2016 |United States |Case No.:16- [Plaintiff

Inc. v. Heather Land

District Court
Northern
District of
Indiana Fort
Wayne
Division

cv-00125-TLS-
SLC




In Re: Julie Lynn Ajster

June, 2017

State of
Illinois
Circuit Court
of Cook
County
County
Division

17 COMS 15
(Attorney
Registration
and
Disciplinary
Commission
2017INO0968)
(M.R. 28689)

Plaintiff




EXHIBIT B:

September 18, 2006 Search Terms
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EXHIBIT C:

INTERNET SEARCH RESPONSIVE IMAGES



IMAGE 1: CAGROD6Z.jpg
il = v

Name CAB6ROD6Z.jpg

Path Seagate 40 GB Hard Drive.EO1/Partition 2/HP_PAVILION [NTFS]/[root]/Documents and
Settings/HP_Owner/Local Settings/Temporary Internet
Files/Content.lE5/8HU7GLUF/CA6ROD6Z.jpg

P-Size 4096

(bytes)

L-Size 2795

(bytes)

MD5 a4¢821521d7b894759f708a025288351

Created 4/19/2006 10:41:01 AM (2006-04-19 15:41:01 UTC)

Accessed | 4/19/2006 10:41:01 AM (2006-04-19 15:41:01 UTC)

Modified | 4/19/2006 10:41:01 AM (2006-04-19 15:41:01 UTC)

IMAGE 2: CAMRWL6N.jpg

Name CAMRWLGN.jpg

Path Seagate 40 GB Hard Drive.EO1/Partition 2/HP_PAVILION [NTFS]/[root]/Documents and
Settings/HP_Owner/Local Settings/Temporary Internet
Files/Content.[E5/8HU7GLUF/CAMRWLGN.jpg

P-Size 4096

(bytes)

L-Size 3743

(bytes)

MD5 ce2090cb80c821e2c21a26842c0b5fcl

Created 4/19/2006 10:44:19 AM (2006-04-19 15:44:19 UTC)

Accessed | 4/19/2006 10:47:07 AM (2006-04-19 15:47:07 UTC)

Modified | 4/19/2006 10:44:19 AM (2006-04-19 15:44:19 UTC)




IMAGE 3: CAWTMB41.jpg

Name CAWTMB41.jpg

Path Seagate 40 GB Hard Drive.EQ1/Partition 2/HP_PAVILION [NTFS]/[root]/Documents and
Settings/HP_Owner/Local Settings/Temporary Internet
Files/Content.IE5/YZO3WH4Z/CAWTMBA41.jpg

P-Size 8192

{bytes)

L-Size 4517

(bytes)

MD5 5a9d6f8623b7e76429b640406db998af

Created 4/9/2006 11:02:13 AM (2006-04-09 16:02:13 UTC)

Accessed | 4/9/2006 11:02:14 AM (2006-04-09 16:02:14 UTC)

Modified | 4/9/2006 11:02:14 AM (2006-04-09 16:02:14 UTC)

IMAGE 4: CAY3MO9KS5.jpg
iy Ny mar-

-

Name CAY3MOKS.jpg

Path Seagate 40 GB Hard Drive.EQ1/Partition 2/HP_PAVILION [NTFS]/[root]/Documents and
Settings/HP_Owner/Local Settings/Temporary Internet
Files/Content.IE5/C3VZEOL1/CAY3MOIK5.jpg

P-Size 8192

(bytes)

L-Size 4916

(bytes)

MD5 7421c4e98174a598bff978d532119b05

Created | 4/19/2006 10:41:23 AM (2006-04-19 15:41:23 UTC)

Accessed | 4/19/2006 10:42:50 AM (2006-04-19 15:42:50 UTC)

Modified | 4/19/2006 10:41:23 AM (2006-04-19 15:41:23 UTC)




IMAGE 5: CAOXQ7WS5.jpg
—

Name CAOXQ7WS5.jpg

Path Seagate 40 GB Hard Drive.EQ1/Partition 2/HP_PAVILION [NTFS}/[root]/Documents and
Settings/HP_Owner/Local Settings/Temporary Internet
Files/Content.IE5/C3VZEOL1/CAOXQ7WS5.jpg

P-Size 4096

(bytes)

L-Size 3274

(bytes)

MD5 b66239448f81838a89740510aeb36a5e

Created | 4/19/2006 10:47:44 AM (2006-04-19 15:47:44 UTC)

Accessed | 4/19/2006 10:47:45 AM (2006-04-19 15:47:45 UTC)

Modified | 4/19/2006 10:47:45 AM {2006-04-19 15:47:45 UTC)

IMAGE 6: 770x35_1[1].gif

Name 770x35_1[1].gif

Path Seagate 40 GB Hard Drive.EQ1/Partition 2/HP_PAVILION [NTFS]/[root]/Documents and
Settings/HP_Owner/Local Settings/Temporary Internet
Files/Content.IE5/YNCNUD2R/770x35_1[1].gif

P-Size 12288

(bytes)

L-Size 9683

(bytes)

MD5 cd4bf60ea5333¢c6c60b180f8773e9312

Created 4/9/2006 10:24:20 AM (2006-04-09 15:24:20 UTC)

Accessed | 4/9/2006 10:24:24 AM (2006-04-09 15:24:24 UTC)

Modified | 4/9/2006 10:24:24 AM (2006-04-09 15:24:24 UTC)




IMAGE

s

7:

CA27Q8X5.jpg

Name CA2ZQ8X5.jpg

Path Seagate 40 GB Hard Drive.EOQ1/Partition 2/HP_PAVILION [NTFS]/[root]/Documents and
Settings/HP_Owner/Local Settings/Temporary Internet
Files/Content.IE5/C3VZEOL1/CA2ZQ8X5.jpg

P-Size 4096

(bytes)

L-Size 3695

(bytes)

MD5 b194724eadd2b094ccdb62a38bectf2af

Created | 4/19/2006 10:45:19 AM (2006-04-19 15:45:19 UTC)

Accessed | 4/19/2006 10:47:01 AM (2006-04-19 15:47:01 UTC)

Modified | 4/19/2006 10:45:19 AM (2006-04-19 15:45:19 UTC)




EXHIBIT D:

Steven Avery and Teresa Halbach Images



IMAGE 1:

€

;Haiﬁéchl} U

-

Source

Seagate 40 GB Hard Drive.EQ1 - Partition 2 (Microsoft NTFS, 31.67 GB)
HP_PAVILION (Unallocated Clusters)

Size (Bytes)

2392

Located At | Physical Sector 67975480
MD5 Hash d4f74341ece963db4c43b91706dedb67
IMAGE 2:

Source

Seagate 40 GB Hard Drive.EQ1 - Partition 2 (Microsoft NTFS, 31.67 GB)
HP_PAVILION (Unallocated Clusters)

Size {Bytes)

2083

Located At

Physical Sector 75476224

MD5 Hash

b3e3ef19fe2b8a3d6697aab16738fa81




